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All content contained in this presentation is solely the view of the presenter, 
and does  not repres ent the opinions , beliefs , experienc es , polic y, or 

operating agreements  of any organiz ations  the s peaker c urrently works  for 
or has  worked for in the pas t.

Disclaimer



Nearly 600 techniques & sub - tec hniquesC ountles s  implementations9,000+ detec tion rules , 2,100+ tes ts



For defenders, deciding where to start when implementing behavioral 
detec tions  c an be daunting

Ideally , a “bes t prac tic e” approac h involves  c los ing the gap between exis ting 
c ontrols  and relevant threats  - but this  is  eas ier s aid than done

Background



Intelligence as a Bridge
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Different sources provide different operational value
Coverage across the entire attack chain
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Case Study: Anatomy of a Ransomware Attack
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Lateral Movement, 
Discovery, Privilege 

Escalation, 
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Reconnaissance

Case Study: Anatomy of a Ransomware Attack

Initial Access Exfiltrate Data Drop 
Ransomware

Cobalt Strike

Active Directory 
Enumeration

RClone

7Zip

Phishing

Exploits

VPN appliances Credential 
Harvesting

Stolen 
Credentials

MEGA.nz

Other 
Purchased 
Accesses

Domain Access
Living off the 

Land

Kerberoasting

WinSCP

←Lots of opportunity for detections here



ATT&CK serves as a common language between highly technical concepts or 
reports  and defenders ’/operators ’ needs
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ATT&CK serves as a common language between highly technical concepts or 
reports  and defenders ’/operators ’ needs
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Aligned to ATT&CK!



Case Study: Intelligence Driving Rule Development

We saw a threat actor “release” Jester Stealer on the dark 
web in August 2021 - produced a “note”



Case Study: Intelligence Driving Rule Development

We saw a threat actor “release” Jester Stealer on the dark 
web in August 2021 - produced a “note”

Then, in January 2022, we saw a user on social media 
shared a sample of Jester Stealer on MalwareBazaar….



Now that Jester Stealer was openly in use, an Insikt Validated TTP was created 
to provide a S igma rule to our c lients , to help detec t the malware

Case Study: Intelligence Driving Rule Development



One month later, other vendors identified Jester Stealer as a priority threat

Case Study: Intelligence Driving Rule Development



Visibility
(Data Sources)

Resources, Maturity, & 
Bandwidth (affects 

validation frequency)

Threat Profile / 
Model

Actual Control 
Coverage

Threat Profile / 
Model

Prioritizing Detections: Risk Profiling



Prioritizing Detections: A Compass to Guide You

c ontrolc ompas s .github.io

Open source tool pointing cybersecurity teams to 9,000+ publicly-accessible technical and policy 
controls and 2,100+ offensive security tests, aligned with over 500 ATT&CK (sub)techniques

https://controlcompass.github.io/


controlcompass.
github.io

https://controlcompass.github.io/


Threat Intelligence

Jester Stealer

github.com/tropChaud/Cyber -
Advers ary- Heatmaps

8 Stealer Malware (Combined)

Operational takeaways (Controls)

https://github.com/tropChaud/Cyber-Adversary-Heatmaps


Thank You!
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